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Data Center 

WirelessWall Manager 

dynamically provisions 

authenticated/ 

authorized users’ policies to 

Access Controllers 

Authentication 

Server 

Access Controller 

Access Controller 

Access Controller 

Directory 

Server Enterprise Network 

Vendor & protocol 

agnostic Supports 

existing and forthcoming 

standards 

Access Controllers 

enforce security 

policies and enable 

seamless subnet 

roaming 

Access Controller 

Redundant Access Controllers provide high availability 

WirelessWall 

Manager 

End-to-End uniform, strong security 
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Client attempts connection to AC 

EAP-TTLS tunnel established for mutual 

authentication and 

to protect credential exchange 

All frames now protected using 

dynamically derived unidirectional, 

per-session, per-user AES data encryption 

& HMAC-SHA-1 message integrity keys 

Control Zone 

Authentication 

Server 

Access Controller 

Directory 

Server 

 

Enterprise 

Network 

Upon successful 

authentication & 

authorization, AC 

receives policy from 

WirelessWall Manager 

AES Data Privacy 

HMAC-SHA-1 Message Integrity 

WirelessWall 

Manager 
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Authentication 

Server 

Access Controller 

Access Controller 

Access Controller 

Directory 

Server Control Zone Enterprise Network 

No user intervention or input required 

No need for MobileIP configuration and management 

Secure, abbreviated EAP-TTLS restart upon subnet roam 

No reauthentication needed, even with SecurID™ 

Applications still work! 

WirelessWall 

Manager 


